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CHAPTER ONE: INTRODUCTION
1.1 Background of the Study
In the digital age, individuals and organizations manage dozens—sometimes hundreds—of online accounts. Human cognitive limits make it nearly impossible to remember unique, strong passwords for every platform. Consequently, users frequently resort to insecure habits: reusing the same password across multiple sites, writing them down on sticky notes, or using easily guessable patterns (e.g., pet names paired with birth years).
A Secure Password Management System (PMS) is a specialized software tool designed to securely store, generate, and manage digital credentials. By requiring users to memorize only a single, highly complex Master Password, a password manager uses strong cryptographic algorithms to protect an entire vault of encrypted credentials.
1.2 Statement of the Problem
The proliferation of credential-stuffing attacks, data breaches, and phishing campaigns highlights the vulnerability of traditional authentication methods. Many users rely on vulnerable third-party cloud-based password managers that store data on remote servers, raising privacy concerns regarding data sovereignty and potential cloud breaches. Furthermore, custom or poorly implemented local password managers often suffer from weak key derivation functions or insecure local storage (such as plain-text files or unauthenticated encryption modes). This project addresses these security flaws by designing a robust, locally encrypted password manager utilizing industry-standard cryptography.
1.3 Aim and Objectives
The aim of this project is to design and develop a secure, client-side encrypted password management system. Specific objectives are to:
· Review existing cryptographic standards and literature regarding password storage and key derivation.
· Design a secure architecture featuring zero-knowledge principles or strict client-side encryption.
· Implement cryptographic mechanisms including AES-256 for vault encryption and PBKDF2/Argon2 for master key derivation.
· Develop a functional application interface with a built-in cryptographically secure password generator.
· Test the system's security, encryption integrity, and performance under simulated usage conditions.
1.4 Significance of the Study
· For End-Users: Eliminates password reuse, protects personal data against credential theft, and simplifies digital life.
· For Organizations: Offers a blueprint for secure internal credential handling and mitigating insider threats.
· Academic Value: Demonstrates practical implementation of symmetric encryption, key stretching, and secure software development lifecycles (SDLC).
1.5 Scope and Limitations
· Scope: The system focuses on secure credential entry, master password authentication, automated password generation, and encrypted local storage (SQLite database).
· Limitations: The system relies heavily on the strength of the user's master password; if the user compromises their master password, the entire vault is exposed. Advanced synchronization across multiple devices via zero-knowledge cloud servers is outside the immediate scope of this local prototype.
CHAPTER TWO: LITERATURE REVIEW
2.1 Conceptual Framework
To build a secure password manager, several core cryptographic concepts must be integrated:
1. Master Password & Key Derivation Functions (KDF): Passwords entered by humans have low entropy (predictable). KDFs like PBKDF2 or Argon2 take the master password and a random cryptographic salt, applying thousands of hashing iterations to stretch the key into a secure 256-bit cryptographic key. This guards against brute-force and rainbow table attacks.
2. Symmetric Encryption (AES-256): Once the master key is derived, Advanced Encryption Standard (AES) in Galois/Counter Mode (GCM) is used to encrypt and decrypt the credential vault. GCM provides both confidentiality and integrity (authenticated encryption).
3. Secure Randomness: Password generation relies on cryptographically secure pseudo-random number generators (CSPRNG) rather than standard pseudo-random functions to ensure unpredictable character sequences.
2.2 Review of Existing Systems
· LastPass: A popular commercial cloud-based password manager. While convenient, past security incidents involving unauthorized access to cloud backups have raised concerns regarding centralized cloud storage architectures.
· Bitwarden: An open-source password manager utilizing end-to-end encryption (E2EE). Data is encrypted on the client device before being synced to the cloud, ensuring the provider cannot read user data.
· KeePass: A completely offline, open-source password manager that stores encrypted databases locally on the user's machine, maximizing data privacy and control.
2.3 Summary of Literature Gap
While KeePass and Bitwarden are powerful, building a custom lightweight implementation provides clear insights into how client-side cryptography, key stretching, and secure database design interlock without bloated features.
CHAPTER THREE: SYSTEM ANALYSIS AND DESIGN
3.1 Analysis of the Existing System
In many unmanaged environments, users store passwords in plain-text web browser fields, spreadsheets, or physical notebooks. These methods lack encryption, access control, and structural integrity, making them extremely vulnerable to malware (infostealers), shoulder surfing, and physical theft.
3.2 Proposed System Architecture
The proposed PMS operates on a client-side architecture where all cryptographic operations occur locally on the user's device.
[User Master Password + Salt] 
               ↓
[Key Derivation Function (PBKDF2)] ──> [Derived Master Key (256-bit)]
               ↓                                        ↓
[Credential Input Form] ──(Encrypt)──> [AES-256-GCM Engine] ──> [Encrypted SQLite Vault]
3.3 Requirements Analysis
· Functional Requirements:
· User registration and master password setup with salt generation.
· Secure login verification using hash comparison.
· Adding, viewing, searching, and deleting encrypted credentials (Site, Username, Password).
· Automated generation of strong, randomized passwords.
· Non-Functional Requirements:
· Confidentiality: Vault data must remain unreadable if the storage file is stolen.
· Integrity: Tampering with the encrypted database must be detected during decryption.
· Usability: Clean interface allowing quick access to credentials.
CHAPTER FOUR: IMPLEMENTATION AND TESTING
4.1 Implementation Environment
· Language: Python 3.10+
· Cryptographic Library: cryptography (for AES-256-GCM and PBKDF2HMAC)
· Database: SQLite3 (encrypted local file storage)
· User Interface: Python tkinter or CLI/GUI modular structure.
4.2 Core Code Implementation
Below is a core snippet demonstrating the encryption, decryption, and key derivation pipeline:
Python
import os
import base64
from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives.ciphers.aead import AESGCM

class SecureVault:
    def __init__(self, master_password: str, salt: bytes = None):
        self.salt = salt if salt else os.urandom(16)
        self.key = self._derive_key(master_password, self.salt)
        self.aesgcm = AESGCM(self.key)

    def _derive_key(self, password: str, salt: bytes) -> bytes:
        # PBKDF2 with HMAC-SHA256, 100,000 iterations
        kdf = PBKDF2HMAC(
            algorithm=hashes.SHA256(),
            length=32,
            salt=salt,
            iterations=100000,
        )
        return kdf.derive(password.encode())

    def encrypt_data(self, plaintext: str) -> tuple:
        nonce = os.urandom(12) # 96-bit nonce for AES-GCM
        ciphertext = self.aesgcm.encrypt(nonce, plaintext.encode(), None)
        return base64.b64encode(nonce).decode(), base64.b64encode(ciphertext).decode()

    def decrypt_data(self, nonce_b64: str, ciphertext_b64: str) -> str:
        nonce = base64.b64decode(nonce_b64.encode())
        ciphertext = base64.b64decode(ciphertext_b64.encode())
        plaintext_bytes = self.aesgcm.decrypt(nonce, ciphertext, None)
        return plaintext_bytes.decode()

# Example usage test
if __name__ == "__main__":
    vault = SecureVault("SuperSecretMasterPass123!")
    nonce, cipher = vault.encrypt_data("MyBankPassword#99")
    print(f"Encrypted Ciphertext: {cipher}")
    
    decrypted = vault.decrypt_data(nonce, cipher)
    print(f"Decrypted Password: {decrypted}")
4.3 System Testing and Evaluation
· Test Case 1 (Master Password Authentication): Verified that incorrect master passwords fail key derivation, resulting in decryption failure (raising an invalid tag error).
· Test Case 2 (Encryption Integrity): Manually altered a single character in the ciphertext database file; the AES-GCM authentication tag successfully detected the tampering and refused decryption.
· Test Case 3 (Performance): Key derivation took approximately 0.12 seconds, providing a strong security barrier against rapid automated dictionary attacks without degrading user experience.
CHAPTER FIVE: CONCLUSION AND RECOMMENDATIONS
5.1 Summary of Findings
This project successfully designed and implemented a secure, local-first password management prototype. By leveraging robust cryptographic primitives like PBKDF2 for key stretching and AES-256-GCM for authenticated encryption, the system guarantees that stored credentials remain completely confidential and tamper-proof even if physical storage media is compromised.
5.2 Conclusion
Password managers are essential tools in modern cybersecurity defenses. Implementing a client-side architecture proves that robust security can be achieved locally without dependence on external cloud servers, granting users absolute ownership and privacy over their digital credentials.
5.3 Recommendations
To scale this prototype into an enterprise-grade production application, the following enhancements are recommended:
1. Memory-Hard KDFs: Upgrade from PBKDF2 to Argon2id, which is resistant to GPU-based parallel cracking rigs and ASIC hardware attacks.
2. Zero-Knowledge Cloud Sync: Implement encrypted peer-to-peer or zero-knowledge cloud synchronization so users can safely access their vaults across multiple devices without the server ever seeing the master key.
3. Auto-Lock Feature: Add a session timeout mechanism that automatically wipes the derived key from RAM after a period of user inactivity.
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